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PHP – Język skryptowy służący do szybkiego (ale niekoniecznie bezpiecznego) tworzenia dynamicznych stron internetowych.
PhpMyAdmin – Moduł pozwalający na szybkie zarządzanie bazą MySQL z poziomu przeglądarki z wykorzystaniem interfejsu graficznego.
BIND – Najpopularniejszy serwer DNS na systemy Unixopodobne. Wersja 9 oferuje znaczny wzrost bezpieczeństwa względem poprzedników.
Apache – Otwartoźródłowy serwer HTTP posiadający wiele modułów do wykorzystywania takich jak integracja PHP, MySQL, czy Curl. 
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Obrazek 3: Rozpoczęcie instalacji MySQL, ponowne podanie hasła i wyłączenie wymuszania podawania przez użytkowników bezpiecznych haseł.
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Obrazek 4: Wybranie opcji usunięcia anonimowych użytkowników, wyłączenia zdalnego logowania się, usunięci testowej bazy danych i resetu tabelki uprawnień
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Obrazek 9: Przejście do katalogu binda i skopiowanie plików konfiguracyjnych, aby utworzyć nowe strefy wyszukiwania do przodu i wstecz
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Obrazek 15: Modyfikacja /etc/hosts
[image: ]
Obrazek 16: Sprawdzenie, czy konfiguracja dhcp zgadza się z konfiguracją dns
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Obrazek 17: Sprawdzenie, czy apache2 utworzyło przykładową stronę w /var/www/html/
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Obrazek 18: Usunięcie pliku strony i utworzenie własnej
[image: ]
Obrazek 19: Zaincludowanie phpmyadmin w pliku /etc/apache2/apache2.conf
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Obrazek 21: Edycja pliku /etc/resolv.conf, aby nslookup mógł działać poprawnie
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Obrazek 22: Zabranie praw zapisu do pliku, aby ten nie był resetowany przy ponownym uruchomieniu serwera
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Obrazek 23: Usunięcie z pliku /etc/nsswitch.conf zaznaczonego fragmentu, przeszkadzałby on dnsowi
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Obrazek 24: Restart usługi NetworkManager (w Ubuntu 16, usługa ta nazywała się networking)
[image: ]
Obrazek 25: Wszystko działa!
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root@zawartka:~# mysql_secure_installation
Securing the MySQL server deployment.
Enter password for user root:

VALIDATE PASSWORD PLUGIN can be used to test passwords
and improve security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No: n
Using existing password for root.
Change the password for root ? ((Press y|Y for Yes, any other key for No

. skipping.
By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment .

Remove anonymous users? (Press y|Y for Yes, any other key for No
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Remove anonymous users? (Press y|Y for Yes, any other key for No) : vy
Success.

Normally, root should only be allowed to conmect from
"Localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing
and should be removed before moving into a production
environment .

Remove test database and access to it? (Press y|Y for Yes, any other key for No
- Dropping test database...
Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : y
Success.

ALL done!
root@zawartka:~# ||
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root@zawartka:~# apt install php7.0@-mysql phpmyadmin

Czytanie list pakietéw... Gotowe
Budowanie drzewa zaleznoici
Odczyt informacji o stanie... Gotowe

The following additional packages will be installed:
dbconfiq-common dbconfig-mysql iavascript-common libis-iquery 1ibis-sphinxdoc 1ibis-underscore
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Prosze wybrad serwer WwW, ktéry zostanie automatycznie przekonfigurowany tak, aby
wsp6tpracowat z phplyAdnin.

Automatycznie przekonfigurowany serwer W:
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The phpmyadnin package must have a database installed and configured before it can be used.
This can be optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perform this
configuration manually, or if your database has already been installed and configured, you
should refuse this option. Details on what needs to be done should most likely be provided in
/usr/share/doc/phpmyadnin .

Otherwise, you should probably choose this option.

Configure database for phpmyadnin with dbconfig-common?
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Please provide a password for phpmyadmin to register with the database server. If left blank,
a random password will be generated.

MySQL application password for phpmyadnin:

<Anuluj>
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root@zawartka

root@zawartka:
bind.keys db.
db.0 db.
root@zawartka:
root@zawartka:
root@zawartka:

i~# cd /etc/bind

Jetc/bind# s
127 db.empty
255 db.local
Jetc/bind# cp
Jetc/bind# cp
Jetc/bind#

db. root named.conf.default-zones
named.conf named.conf.local

db.6 db.10.0.0

db.local db.zs135.local

named.conf .options
rnde .key

zones. rfc1918
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zone "255.in-addr.arpa” {
type master;
file "/etc/bind/db.255";

//strefa wyszukiwania do przodu
zone "zs135.local" {

//typ master

type master;

//plik konfiguracyjny strefy
file "/etc/bind/db.zs135.1o0cal";
1

//strefa wyszukiwania wstecznego
zone "0.0.10.in-addr.arpa" {
//typ master
type master;

//plik konfiguracyjny strefy
file "/etc/bind/db.10.0.0";
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; Strefa wyszukiwania do przodu w zs135.local

$TTL 604800 ; czas zycia

@ bl SOA zawartka.zs135.local . root.zawartka.zs135.local .
2 ; Serial - wersja pliku
604860 ; Refresh - jak czesto slave maja pobierac dane z master
86400 ; Retry - jak czesto ma probowac ponownie przy problemach z p$
2419200 ; Expire - po jakim czasie ma zaprzestac prob
604800 ) ; Negative Cache TTL - po jakim czasie ma usunac info o nieis$
bl NS zawartka.zs135.local. ; rekord NS
zawartka.zs135.local. IN A 10.6.6.1 ; rekord A

W N A 16.0.6.1 ; www
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; Strefa wyszukiwania wstecz zs135.local

STTL
@

604800
N

N
N

SOA

NS
PTR

zawartka.zs135.local. root.zawartka.zs135.local.

El ; Serial
604860 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

zawartka.zs135.1local. ; obowiazkowy rekord NS
zawartka.zs135.1local. ; PTR
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root@zawartka:/etc/bind# named-checkzone "zs135.local” /etc/bind/db.zs135.local
zone zs135.local/IN: loaded serial 2

0K

root@zawartka:/etc/bind# named-checkzone "0.0.10.in.addr.arpa" /etc/bind/db.10.0.0
zone 0.0.10.in.addr.arpa/IN: loaded serial 2

0K

root@zawartka: /etc/bind#
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root@zawartka:/etc/bind# systemctl enable bind9
Synchronizing state of bind9.service with SysV init with /lib/systemd/systemd-sysv-install...
Executing /lib/systemd/systend-sysv-install enable bindg
~[[Aroot@zawartka:/etc/bind# systemctl restart bindd
root@zawartka:/etc/bind# systenctl status bindd
e bindd.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/bindd.service; enabled; vendor preset: enabled
Drop-In: /run/systemd/generator/bindg.service.d
L50-insserv.conf-$named.conf
Active: active (running) since pia 2021-65-28 13:17:13 CEST; 1s ago
Docs: man :named(8)
Process: 18436 ExecStop=/usr/sbin/rndc stop (code=exited, status=0/SUCCESS
Main PID: 18443 (named

Tasks: 4
Memory: 11.1M
CPU: 17nms

CGroup: /system.slice/bindd.service
18443 /usr/sbin/named -f -u bind

maj 28 13:17:13 zawartka named
maj 28 13:17:13 zawartka named
maj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
maj 28 13:17:13 zawartka named
naj 28 13:17:13 zawartka named
root@zawartka: /etc/bind#

18443
18443
18443

1: command channel listening on ::1#953
]: managed-keys-zone: loaded serial 2
]: zone 0.in-addr.arpa/IN: loaded serial 1
18443] : zone 0.0.10.in-addr.arpa/IN: loaded serial 3
18443] : zone zs135.1ocal/IN: loaded serial 2
18443] : zone 255.in-addr.arpa/IN: loaded serial 1

1

1

1

1

18443] : zone 127.in-addr.arpa/IN: loaded serial 1
18443] : zone localhost/IN: loaded serial 2

18443] : all zones loaded

18443] :

running
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127.0.0.1 Tocalhost
10.0.0.1 zawartka
16.6.0.1 zawartka.zs135.1ocall]l

# The following lines are desirable for IPv6 capable hosts
Tocalhost ip6-localhost ip6-loopback

1 ip6-allnodes

2 ips-allrouters
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pdate-style none;
T g

max-lease-time 7200;

log-facility local7;

subnet 10.6.6.6 netmask 255.255.255.0 {
range dynamic-bootp 10.0.0.2 10.0.0.254;
option routers 16.0.0.1;

option broadcast-address 10.0.0.255;

i3
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root@zawartka:/etc/bind# cd /var/www/html/
root@zawartka: /var /www/html# 1s

index . html

root@zawartka: /var /www/htmi# |
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<!DOCTYPE html>
<ntml land="pl-PL">

<head>
<titlesTest Zawartka Igor</title>
<meta charset="utf-8"/>

</head>

<body>

<hl>Zawartka Igor 2ia</hl>
<h2>Strona do przetestowania serwera www</h2>
<br><br><br>
Jesli widzisz te strone, wszystko dziata, jak nalezy :P
</body>
</htnl>
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# zaincludowanie phpmyadnin
Include /etc/phpmyadmin/apache.confl]
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root@zawartka:/var/waw/html# systemctl restart apache?
root@zawartka:/var/wiw/html# systemctl status apache2
o apache2.service - LSB: Apache2 web server
Loaded: loaded (/etc/init.d/apache2; bad; vendor preset: enabled
Drop-In: /lib/systemd/system/apache2.service.d
Lapache2-systemd.conf
Active: active (running) since pia 2021-65-28 13:37:54 CEST; 4s ago

Nrre- mam:cuctamd .- cyey - mana ratm e Q)
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# Dynamic resolv.conf(5)
#
nameserver 10.0.0.1
search zs135.local

file for glibc resolver(3) generated by resolvconf(8)

DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRITTEN
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root@zawartk: /var/www/html# chmod -w /etc/resolv.conf
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networks:

protocols:
services:
ethers:
rpc:

netgroup:

Get Help
M Exit

files systend
files systend
files
files

files
files

db files
db files
db files
db files

nis

Write out
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# systemctl restart NetworkManager
3

root@ubuntu-zawartka:
root@ubuntu-zawartka
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Test Zawartka Igor - Mozilla Firefox

R n o e =
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T

phpMyAdmin - Mozilla Firefox

S ORI T — B % mo ¢
phpMyAdmin
Welcome to phpMyAdmin

Language

English N

Login @

emers L]

Password:

1

View Saved Logins
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phpMyAdmin - Mozilla Firefox

4s phpMyAdmin
<« c @ 9
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izawartka@ubuntu-zawartka:~$ nslookup zawartka

Server: 10.0.0.1
Address: 10.0.0.1#53
Name:  zawartka.zs135.local

Address: 10.0.0.1

izawartka@ubuntu-zawartka:~$ nslookup zawartka.zs135.local
Server: 10.0.0.1

Address: 10.0.0.1#53

Name:  zawartka.zs135.local
Address: 10.0.0.1

izawartka@ubuntu-zawartka:~§ nslookup 16.6.6.1
1.0.6.10.in-addr.arpa  name = zawartka.zs135.local.

izawartka@ubuntu-zawartka:~$
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root@zawartka:~# apt install bind9 apache2 php7.0 libapache2-mod-php7.0 mysql-server mysql-client -y
Czytanie list pakietéw... Gotowe
Budowanie drzewa zaleznodci
Odczyt informacji o stanie... Gotowe
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils bind9-host bindSutils dnsutils
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while not mandatory, it is highly recommended that you set a password for the MySQL
administrative "root" user.

If this field is left blank, the password will not be changed.

New password for the MySQL "root" user:





