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[bookmark: _Toc73343369]Wstęp
OpenVPN – Usługa klienta oraz przede wszystkim serwera VPN, pozwalającego na utworzenie szyfrowanego połączenia VPN w oparciu o OpenSSL. Program działa na systemach rodziny Windows, Linux. 
VPN – Virtual Private Network – Wirtualna sieć prywatna – Zestaw protokołów umożliwiający utworzenie sieci prywatnej między dwoma lub więcej komputerami połączonymi ze sobą jedynie przez internet. W sieciach takich bardzo ważne jest odpowiednie szyfrowanie, najczęściej używa się któregoś z protokołów OpenSSL. Ważną cechą połączeń VPN jest to, że jeśli będąc podłączeni do jakiegoś serwera VPN, połączymy się z internetem, nasz prawdziwy adres IP zostanie ukryty, a zamiast niego podawany będzie adres serwera. Przy większej ilości klientów jest to bardzo dobre rozwiązanie, gdy chcemy zachować anonimowość, bo jedyną możliwością poznania naszego prawdziwego adresu jest dostęp do serwera lub złamanie szyfru.
VPN wykorzystuje protokoły PPTP, L2TP, IKEv2, SSTP, OpenVPN, SoftEther z czego najbardziej popularnym i najbezpieczniejszym jest OpenVPN, działający na porcie 1194.
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# page for more info on learn-address script.
;learn-address ./script

# If enabled, this directive will configure
# all clients to redirect their default

# network gateway through the VPN, causing

# all IP traffic such as web browsing and

# and DNS Lookups to go through the VPN

# (The OpenVPN server machine may need to NAT

# or bridge the TUN/TAP interface to the internet

push "redirect-gateway defl bypass,

# Certain Windows-specific network settings
# can be pushed to clients, such as DNS

# or WINS server addresses. CAVEAT:

# http://openvpn.net/faq.html#dhcpcaveats
# The addresses below refer to the public

push "dhcp-option DNS 208.67.222.222"

push "dhcp-option DNS 208.67.220.220"

# Uncomment this directive to allow different
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GNU nano 2

# Uncomment the next line to enable TCP/IP SYN cookies
# See http://lwn.net/Articles/277146/

# Note: This may impact IPv6 TCP sessions too
#net.ipvd.tcp_syncookies=1

# Uncomment the next line to enable packet forwarding for IPv4

# Uncomment the next line to enable packet forwarding for IPv6
# Enabling this option disables Stateless Address Autoconfiguration
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root@zawartka:~# echo 1 > /proc/sys/net/ipv4/ip_forward
root@zawartka:~# ufu allow ssh

Zaktualizowano reguty

Zaktualizowano reguty (v6)

root@zawartka:~# Ufw allow 1194/udp

Zaktualizowano reguty

Zaktualizowano reguty (v6)

root@zawartka:~# |
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# /etc/default/ufw
#

# Set to yes to apply rules to support IPv6 (no means only IPv6 on loopback
# accepted) . You will need to 'disable’ and then 'enable' the firewall for
# the changes to take affect.

IPV6=yes

# Set the default input policy to ACCEPT, DROP, or REJECT. Please note that if
# you change this you will most likely want to adjust your rules.
DEFAULT_INPUT_POLICY="DROP"

# Set the default output policy to ACCEPT, DROP, or REJECT. Please note that if
# you change this you will most likely want to adjust your rules.
DEFAULT_OUTPUT_POLICY="ACCEPT"

# Set the default forward policy to ACCEPT, DROP or REJECT. Please note that
# if you change this you will most likely want to adjust your rules

# Set the default application

cy to ACCEPT, DROP, REJECT or SKIP. Please
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# rules.before
#

# Rules that should be run before the ufw command line added rules. Custom
# rules should be added to one of these chains:

ufw-before-input

ufw-before-output

ufw-before-forward

#
#
#
#

# Don't delete these required lines, otherwise there will be errors
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root@zawartka:~# ufw enable
Zapora jest aktywowana i wkaczana podczas startu systemu
root@zawartka:~# ufw status

Stan: aktywny

Do Dziatanie Z

22 ALLOW Anywhere
1194/udp ALLOW Anywhere

22 (v6) ALLOW Anywhere (v6)
1194/udp (v6) ALLOW Anywhere (v6)

root@zawartka:~#
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root@zawartka:~# cp -r /usr/share/easy-rsa/ /etc/openvpn/
root@zawartka:~# mkdir /etc/openvpn/easy-rsa/keys
root@zawartka:~#
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# These are the default values for fields
# which will be placed in the certificate.
# Don't leave any of these fields blank.

export
export
export
export
export
export

# X509
export

KEY_COUNTRY="PL"
KEY_PROVINCE="Malopolskie"
KEY_CITY="Krakow"

KEY_ORG="ZSL"
KEY_EMAIL="zawartka@zs135.local"
KEY_OU="IgorZawartka"

Subject Field
KEY_NAME="server"
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root@zawartk: cd /etc/openvpn/easy-rsa/
root@zawartka: /etc/openvpn/easy-rsa# . ./vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on /etc/openvpn/easy-rsa/keys
root@zawartka: /etc/openvpn/easy-rsa# . ./clean-all

root@zawartka: /etc/openvpn/easy-rsa# . ./build-ca

Generating a 2048 bit RSA private key

L

L

writing new private key to
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]

State or Province Name (full name) [Malopolskie]:

Locality Name (eg, city) [Krakow]

Organization Name (eg, company) [ZSL]

Organizational Unit Name (eg, section) [IgorZawartka]

Common Name (eg, your name or your server's hostname) [ZSL CA]

Name [server]:

Email Address [zawartka@zs135.local]:

root@zawartka:/etc/openvpn/easy-rsa# |

ca.key
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root@zawartka:/etc/openvpn/easy-rsa# ./build-dh
Generating DH parameters, 2048 bit long safe prime, generator 2
This is going to take a long time
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root@zawartka:/etc/openvpn/easy-rsa# openvpn --genkey --secret ta.key
root@zawartka:/etc/openvpn/easy-rsa# [|
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root@zawartka:/etc/openvpn/easy-rsa# ./build-key-pass client
Generating a 2048 bit RSA private key
. e

. . Lt
writing new private key to 'client.key'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]

State or Province Name (full name) [Malopolskie]:

Locality Name (eg, city) [Krakow]

Organization Name (eg, company) [ZSL]

Organizational Unit Name (eg, section) [IgorZawartka]

Common Name (eg, your name or your server's hostname) [client]:

Name [server]:

Email Address [zawartka@zsl35.local]:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:zaql@WsSX

An optional company name []:ZSL

Using configuration from /etc/openvpn/easy-rsa/openssl-1.0.6.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

count ryName PRINTABLE: 'PL’
stateOrProvinceName  :PRINTABLE:'Malopolskie'
localityName :PRINTABLE : 'Krakow'
organizationName :PRINTABLE: 'ZSL'
organizationalUnitName:PRINTABLE: ' IgorZawartka'
commonName :PRINTABLE: 'client’

name :PRINTABLE: 'server’

emailAddress :TASSTRING: ' zawartka@zs135.local '

Certificate is to be certified until May 28 14:02:29 2031 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
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root@zawartka:/etc/openvpn/easy-rsa# ./build-key-server server
Generating a 2648 bit RSA private key

writing new private key to 'server.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]

State or Province Name (full name) [Malopolskie]:

Locality Name (eg, city) [Krakow]

Organization Name (eg, company) [ZSL]

Organizational Unit Name (eg, section) [IgorZawartka]

Common Name (eg, your name or your server's hostname) [server]

Name [server]:

Email Address [zawartka@zs135.local]:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:zagl@Wsx

An optional company name []:ZSL

Using configuration from /etc/openvpn/easy-rsa/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

count ryName PRINTABLE: 'PL’
stateOrProvinceName  :PRINTABLE:'Malopolskie'
localityName :PRINTABLE : 'Krakow'
organizationName :PRINTABLE: 'ZSL'
organizationalUnitName:PRINTABLE: ' IgorZawartka'
commonName :PRINTABLE: 'server’

name :PRINTABLE: 'server’

emailAddress :TASSTRING: ' zawartka@zs135.local '

Certificate is to be certified until May 28 14:00:14 2031 GMT (3650 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

root@zawartka: /etc/openvpn/easy-rsa#
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root@zawartka:/etc/openvpn/easy-rsa# cd keys
root@zawartka: /etc/openvpn/easy-rsa/keys# cp ca.crt server.crt server.key dh2648.pem /etc/openvpn
root@zawartka: /etc/openvpn/easy-rsa/keys# cp ../ta.key /etc/openvpn/
root@zawartka: /etc/openvpn/easy-rsa/keys# service openvpn restart
root@zawartka: /etc/openvpn/easy-rsa/keys# service openvpn status
@ openvpn.service - OpenVPN service
Loaded: loaded (/lib/systend/systen/openvpn.service; enabled; vendor preset: enabled
Active: active (exited) since nie 2621-65-30 16:04:33 CEST; 3s ago
Process: 5189 ExecStart=/bin/true (code=exited, status=0/SUCCESS
Main PID: 5189 (code=exited, status=0/SUCCESS

Tasks: 0
Memory: 0B
CcPU: 0

CGroup: /system.slice/openvpn.service

naj 30 16:04:33 zawartka systemd[1]: Starting OpenVPN service..
naj 36 16:04:33 zawartka systemd[1]: Started OpenVPN service.
root@zawartka:/etc/openvpn/easy-rsa/keys# ||
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root@zawartka:/etc/openvpn# gzip -d /usr/share/doc/openvpn/examples/sample-config-files/server.conf
root@zawartka: /etc/openvpn# cp /usr/share/doc/openvpn/examples/sample-config-files/server.conf .
root@zawartka:/etc/openvpn# nano server.conf
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For extra security beyond that provided
by SSL/TLS, create an "HMAC firewall"
to help block DoS attacks and UDP port flooding.

Generate with:
openvpn --genkey --secret ta.key

The server and each client must have
a copy of this key.
The second parameter should be '0'

tls-auth ta.key 0 # This file is secret I

# Select a cryptographic cipher.
# This config item must be copied to
# the client config file as well.

B - fish (default)

Cipher AES-128-CBC__# AES

TCIPNeT DESTEDETS TTPle-DES
ptograficzny

auth SHA256

#
#
#
#
#
#
#
#
#
#
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# or bridge the IUN/TAF 1ntertace 1o the 1nternet

puSh_" redirect -gateway defl bypass

Certain Windows-specific network settings
can be pushed to clients, such as DNS

or WINS server addresses. CAVEAT:
http://openvpn.net/faq.html#dhcpcaveats
The addresses below refer to the public
# DNS servers provided by opendns.con.

puSh "dnCp-option DNS 208.6/.222.222"

R R R R

push "dhcp-option DNS 208.67.220.220"

# Uncomment this directive to allow different

# clients to be able to "see" each other.
e T T
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# TCP or UDP server?
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root@zawartka:/etc/openvpn# systemctl enable openvpn@server
root@zawartka:/etc/openvpn# systemctl start openvpn@server
root@zawartka:/etc/openvpn# systemctl status openvpn@server
® openvpn@server.service - OpenVPN connection to server
Loaded: loaded (/1ib/systemd/system/openvpn@.service; enabled; vendor preset: enabled
Active: active (running) since nie 2021-05-30 16:18:36 CEST; 2s ago
Docs: man:openvpn (8)
https://community .openvpn.net/openvpn/wiki/Openvpn23ManPage
https://community .openvpn.net/openvpn/wiki/HOWTO
Process: 5499 ExecStart=/usr/sbin/openvpn --daemon ovpn-%i --status /run/openvpn/%i.status 10 --cd /e
Main PID: 5502 (openvpn)
CGroup: /system.slice/system-openvpn.slice/openvpn@server.service
L5502 /usr/sbin/openvpn --daemon ovpn-server --status /run/openvpn/server.status 10 --cd /e

maj 30 16:18:36 zawartka ovpn-server[5562]: GID set to nogroup
maj 30 16:18:36 zawartka ovpn-server[5562]: UID set to nobody

maj 30 16:18:36 zawartka ovpn-server[5502]: Listening for incoming TCP connection on [undef]
maj 30 16:18:36 zawartka ovpn-server[5502] : TCPv4_SERVER link local (bound): [undef

maj 30 16:18:36 zawartka ovpn-server|
maj 30 16:18:36 zawartka ovpn-server|
maj 30 16:18:36 zawartka ovpn-server|
maj 30 16:18:36 zawartka ovpn-server|
maj 30 16:18:36 zawartka ovpn-server|
30 16 zawartka ovpn-server

1
1
1
1
5502] : TCPv4_SERVER link remote: [undef]
5502] : MULTI: multi_init called,
1
1
1
1

5562] : IFCONFIG POOL: bases=
5562] : IFCONFIG POOL LIST
5562] : MULTI: TCP INIT maxclients=1024 maxevents=1028
5562] : Initialization Sequence Completed
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root@zawartka:/etc/openvpn# cp /usr/share/doc/openvpn/examples/sanple-config-files/client.conf .
root@zawartka:/etc/openvpn# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1
Tink/loopback ©0:00:60:00:60:00 brd 00:00:00:00:00:60
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inets ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enps3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc pfifo_fast state UP group default glen 1060
Tink/ether 08:00:27:d2:9a:cd brd Ff:ff:ff:ff:ff:ff
inet /24 brd 192.168.0.255 scope global enpds3
valid LTt forever preferred 1ft forever
inet6 feBO::a00:27ff:fed2:9acd/64 scope link
valid 1ft forever preferred 1ft forever
3: enps8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc pfifo_fast state UP group default glen 1060
Tink/ether 08:00:27:c9:1e:12 brd Ff:ff:ff:ff:ff:ff
inet 10.0.0.1/24 brd 10.0.0.255 scope global enpds8
valid 1ft forever preferred 1ft forever
inet6 feBO::a00:27ff:fec9:1e12/64 scope link
valid 17t forever preferred 1ft forever
6: tun®: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UNKNOWN group default
dlen 160
ink/none
inet 10.8.0.1 peer 10.8.0.2/32 scope global tun@
valid 17t forever preferred 1t forever
root@zawartka: /etc/openvpn# nano client.conf
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# the firewall for the TUN/TAP interface.
;dev tap
dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,

# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or
# UDP server? Use the same setting as
# on _the server
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# You can have multiple remote entries
# to load balance between the servers.

;remote my-server-2 1194

# Choose a random host from the remote
T
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# If a tls-auth key is used on the server
nust also have the key.
tls

uth ta.key 1

# Select a cryptographic cipher.
# If the cipher option is used on the server
specify it here.

cipher AES-128-CBC
auth sha2s6
key-direction 1

# Enable compression on the VPN link.
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root@zawartka:/etc/openvpn# echo '<ca>' >> client.conf
root@zawartka: /etc/openvpn# cat easy-rsa/keys/ca.crt >> client.conf
root@zawartka: /etc/openvpn# echo '</ca>' > client.conf
root@zawartka: /etc/openvpn# echo '<certs' >> client.conf

root@zawartka: /etc/openvpn# cat easy-rsa/keys/client.crt > client.conf
root@zawartka: /etc/openvpn# echo '</cert>' > client.conf
root@zawartka: /etc/openvpn# echo '<key>' > client.conf

root@zawartka: /etc/openvpn# cat easy-rsa/keys/client.key > client.conf
root@zawartka: /etc/openvpn# echo '</key>' >> client.conf

root@zawartka: /etc/openvpn# echo '<tls-auth>' >> client.conf
root@zawartka: /etc/openvpn# cat easy-rsa/ta.key >> client.conf
root@zawartka: /etc/openvpn# echo '</tls-auth>' >> client.conf
root@zawartka: /etc/openvpn# cp client.conf easy-rsa/
root@zawartka:/etc/openvpn#
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root@zawartka:/etc/openvpn# cp easy-rsa/client.conf /home/administrator/client.ovpn
root@zawartka: /etc/openvpn# ufw allow 20
Pomijanie dodawania juZ istniejacej reguty
Pomijanie dodawania juz istniejacej reguty (vé)
root@zawartka: /etc/openvpn# ufw allow 21
Pomijanie dodawania juz istniejacej reguty
Dodano regute (v6)

root@zawartka: /etc/openvpn# ufw allow 990
Pomijanie dodawania juz istniejacej reguty
Dodano regute (v6)

root@zawartka:/etc/openvpn#
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administrator@zawartka:~$ sudo -s
[sudo] hasto uzytkownika administrator
root@zawartka:~# apt install openvpn easy-rsa

Czytanie list pakietéw... Gotowe
Budowanie drzewa zaleZnoici
Odczyt informacji o stanie... Gotowe

The following additional packages will be installed:
Tibreid 1ibnkeell -helperl onener onener -nkeell neecd
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root@zawartka:~# gunzip -c /usr/share/doc/openvpn/examples/sample-config-files/server.conf.gz > /etc/ope
nvpn/server.conf
root@zawartka:~#




