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Ćwiczenie 9. – OpenVPN 
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Obrazek 41: Ifconfig z serwera
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export KEY_COUNTR
export KEY_PROVINCE="malopolskie"

export KEY_CITY="Krakow"

export KEY_ORG="ZSL"

export KEY_EMAIL="administrator@technikun12.local”
export KEY_OU="IT"

KEY _NAME="server”
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root@zawartka:/etc/certyfikaty# 1s -1 | find *.cnf
openssl-0.9.6.cnf

openssl-0.9.8.cnf

openssl-1.0.0.cnf

root@zawartka: /etc/certyfikaty# cp openssl-1.0.0.cnf openssl.cnf

root@zawartka: /etc/certyfikaty# source vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on /etc/certyfikaty/keys
root@zawartka: /etc/certyfikaty# ./clean-all
root@zawartka: /etc/certyfikaty# |
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root@zawartka: /etc/certyfikaty# ./build-ca
can't load /home/administrator/.rnd into RNG
139871854133248:error:2406F079:random number generatol
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd
Generating a RSA private key

it

° b
writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]:

State or Province Name (full name) [malopolskie]:

Locality Name (eg, city) [Krakow]:

organization Name (eg, company) [ZSL]:

organizational Unit Name (eg, section) [IT]:

Common Name (eg, your name or your server's hostname) [ZSL CA]:

Name [server]:

Email Address [administrator@technikuni2.locall:

root@zawartka: Jetc/certyfikaty# |

AND_load_file:Cannot ope
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root@zawartka:/etc/certyfikaty# ./build-dh
Generating DH parameters, 2048 bit long safe prime, generator 2
This is going to take a long

000000
SRR

Er
root@zawartka: Jetc/certyfikaty#
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root@zawartka: /etc/certyfikaty# openvpn --genkey --secret ta.key
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root@zawartka:/etc/certyfikaty# ./build-key-server server

Can't load /home/administrator/.rnd into RNG

140583540126144: error :2496F079: randon number generator :RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd
Generating a RSA private key

LorbbEE

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]:

State or Province Name (full name) [malopolskie]:

Locality Name (eg, city) [Krakow]:

organization Name (eg, company) [ZSL]:

organizational Unit Name (eg, section) [IT]:

Common Name (eg, your name or your server's hostname) [server]:

Name [server]:

Email Address [administrator@technikumi2.local

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:zaq1@WSX

An optional company name []:ZSL

Using configuration from /etc/certyfikaty/openssl.cnf

Can't load /home/administrator/.rnd into RNG

140190796935616: error :2496F679: randon number generator :RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd

Can't open /etc/certyfikaty/keys/index.txt.attr for reading, No such file or dir
ectory

140190796935616: error :62001602:systen library:fopen:No such file or directory:.
/crypto/bio/bss_file.c:72:fopen( /etc/certyfikaty/keys/index.txt.attr','r")
140190796935616: error :2006D080:BI0 routines:BIO_new_file:no such file:../crypto/
bio/bss_file.c:79:

Check that the request matches the signature

signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'PL’

stateOrProvinceName  :PRINTABLE:'malopolskie’

localityName PRINTABLE: 'Krakow'

organizationName :PRINTABLE: 'ZSL'
organizationalunitName:PRINTABLE: 'IT"

conmonName :PRINTABLE: 'server'

name PRINTABLE: 'server '

emailAddress :IASSTRING: 'adninistrator@technikum12.local’

Certificate is to be certified until Feb 29 14:32:20 2032 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

root@zawartka: /etc/certyfikaty# [|
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root@zawartka: /etc/certyfikaty# ./build-key-pass client-win
can't load /home/administrator/.rnd into RNG

140463973990848:error:2406F079: random number generator:RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd
Generating a RSA private key

e
bbb
writing new private key to 'client-win.key'
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]:

State or Province Name (full name) [malopolskie]:

Locality Name (eg, city) [Krakow]:

organization Name (eg, company) [ZSL]:

organizational Unit Name (eg, section) [IT]:

Common Name (eg, your name or your server's hostname) [client-win]:

Name [server]:

Email Address [administrator@technikum12.local]:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:zaq1@WsX

An optional company name []:ZSL

Using configuration from /etc/certyfikaty/openssl.cnf

Can't load /home/administrator/.rnd into RNG
140500282462656: error :2406F679: randon number generator :RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd

Check that the request matches the signature

signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'PL’

stateOrProvinceName  :PRINTABLE:'malopolskie’

localityName :PRINTABLE: 'Krakow'

organizationName PRINTABLE: 'ZSL'
organizationalunitName:PRINTABLE: 'IT"

conmonName PRINTABLE: 'client-win'

name PRINTABLE: 'server '

emailAddress :IASSTRING: 'adninistrator@technikum12.local’

ertificate is to be certified until Feb 29 14:35:39 2032 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
rite out database with 1 new entries

pata Base Updated

root@zawartka: Jetc/certyfikaty# |
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root@zawartka: /etc/certyfikaty# ./build-key-pass client-lin
can't load /home/administrator/.rnd into RNG
140100326715840:error:2406F079: random number generator:RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd
Generating a RSA private key

P

5 ey
writing new private key to 'client-lin.key'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [PL]:

State or Province Name (full name) [malopolskie]:

Locality Name (eg, city) [Krakow]:

organization Name (eg, company) [ZSL]:

organizational Unit Name (eg, section) [IT]:

Common Name (eg, your name or your server's hostname) [client-lin]:

Name [server]:

Email Address [administrator@technikumi2.local]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:zaq1@WsX

An optional company name []:zaq1@WSX

Using configuration from /etc/certyfikaty/openssl.cnf

Can't load /home/administrator/.rnd into RNG
140495916364224: error :2496F079: random number generator :RAND_load_file:Cannot ope
n file:../crypto/rand/randfile.c:88:Filenane=/hone/adninistrator/.rnd
Check that the request matches the signature

signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'PL’

stateOrProvinceName  :PRINTABLE:'malopolskie’

localityName PRINTABLE: 'Krakow'

organizationName :PRINTABLE: 'ZSL'
organizationalunitName:PRINTABLE: 'IT"

conmonName :PRINTABLE: 'client-lin’

name PRINTABLE: 'server '

emailAddress :IASSTRING: 'adninistrator@technikum12.local’

Certificate is to be certified until Feb 29 14:37:55 2032 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

root@zawartka: /etc/certyfikaty# |
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root@zawartka: /etc/certyfikaty# cd keys/

root@zawartka:/etc/certyfikaty/keys# cp ca.crt server.crt server.key ../ta.key d
h2048.pem /etc/openvpn

root@zawartka: /etc/certyfikaty/keys# cd /etc/openvpn

root@zawartka: /etc/openvpn# 1s -1

razem 36

-rw-r--r-- 1 root root 1765 mar 3 14:42 ca.crt

druxr-xr-x 2 root root 4096 lip 19 2021 client

-rw-r--r-- 1 root root 424 mar 3 14:42 dh2048.pem

drwxr-xr-x 2 root root 4096 lip 19 2021 server

-rW-r--r-- 1 root root 5657 mar server.crt
1 root root 1704 mar server.key
1 root root 636 mar ta.key

-rwWxr-xr-x 1 root root 1301 lip 19 2021 update-resolv-conf
root@zawartka: /etc/openvpni [l
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root@zawartka:/etc/openvpn# gunzip -c /usr/share/doc/openvpn/examples/sample-con
fig-files/server.conf.gz > server.conf

root@zawartka: /etc/openvpn# s
et O L] comrdey g

client server server.crt  ta.key
root@zawartka: /etc/openvpn#
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If you want to run multiple OpenVPN instances
on the same machine, use a different port
number for each one. You will need to

open up this port on your firewall.

port 1194

#
#*
#
#

# TCP or UDP server?
;proto tcp
proto udp

"dev tun" will create a routed IP tunnel,
"dev tap" will create an ethernet tunnel.
Use "dev tape” if you are ethernet bridging
and have precreated a tapd virtual interface
and bridged it with your ethernet interface
If you want to control access policies

over the VPN, you must create firewall

rules for the the TUN/TAP interface

#
#
#
#*
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# on the server and '1' on the clients.
tls-auth ta.key 0 # This file is secret

select a cryptographic cipher.

This config item must be copied to

the client config file as well.

Note that v2.4 client/server will automatically
negotiate AES-256-GCM in TLS mode.

See also the ncp-cipher option in the manpage
cipher AES-256-CBC

Bt

# Enable compression on the VPN link and push the
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# You can uncomment this out on

# non-Wind sistem

# The persist options will try to avoid
# accessing certain resources on restart

# that may no longer be accessible because
# of the privilege downgrade

persist-key

persist-tun

59 Poroc
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all 1P traffic such as web browsing and

and DNS lookups to go through the VPN

(The OpenVPN server machine may need to NAT

or bridge the TUN/TAP interface to the internet
in order for this to work properly).

Bttt

push "redirect-gateway defi bypass-dhcp”
Certain Windows-specific network settings
can be pushed to clients, such as DNS

or WINS server addresses. CAVEAT
http://openvpn.net/faq.html#dhcpcaveats
The addresses below refer to the public
DNs servers provided by opendns.con
push "dhcp-option DNS 208.67.222.222
push "dhcp-option DNS 208.67.220.220"

Bt
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# the client config file as well.

# Note that v2.4 client/server will automatically
# negotiate AES-256-GCM in TLS mode.

# See also the ncp-cipher option in the manpage
cipher AES-256-CBC

# Standard dla HMAC
auth SHA256

# Enable compression on the VPN link and push the
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# Uncomment the next line to enable TCP/IP SYN cookies
# See http://lun.net/Articles/277146/

# Note: This may impact IPv6 TCP sessions too

tnet. ipv4. tcp_syncookies=1

# Unconment the next line to enable iacket forwardlni for IPv4

# Uncomment the next line to enable packet forwarding for IPV6
# Enabling this option disables Stateless Address Autoconfiguration
# based on Router Advertisements for this host

tnet. ipve.conf.all.forwarding=1

Pomoc
N wyjdz

Zapisz Wyszukaj
I} Wezyt.plLikl@\ zastap

Wytnij Wyjustuj
0dnéw Teks@@l Pisownia

Blez.poz.
Przejdz do 1





image19.png
root@zawartka:/etc/openvpn# sysctl -p
net.ipv4.ip forward = 1
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root@zawartka:/etc/openvpn# systemctl enable openvpn@server

Created synlink /etc/systemd/system/mult
ce - /lib/systend/systen/openvpng.service.
root@zawartka: /etc/openvpn# systemctl restart openvpn@server
root@zawartka: /etc/openvpn# systemctl status openvpn@server
@ openvpn@server.service - OpenVPN connection to server

Loaded: loaded (/lib/systend/systen/openvpn@.service; indirect; vendor preset
active (running) since Mon 2022-03-07 11:09:54 UTC; 9s ago
man:openvpn(8)
https://community.openvpn.net/openvpn/wiki/Openvpn24ManPage
https: //community.openvpn.net/openvpn/wiki/HOWTO
Main PID: 2147 (openvpn)

Status: "Initialization Sequence Completed”

Tasks: 1 (limit: 4652)

CGroup: /system.slice/systen-openvpn.slice/openvpn@server.service

L2147 Jusr/sbin/openvpn --daemon ovpn-server --status /run/openvpn/s

user.target.wants/openvpn@server.servi

mar 07 11:09:54 zawartka ovpn-server[2147]: Could not determine IPv4/IPV6 protoc

mar 07 11:09:54 zawartka ovpn-server[2147]: Socket Buffers: R=[212992->212992] S
11:09:54 zawartka ovpn-server[2147]: UDPv4 link local (bound): [AF_INETI[

54 zawartka ovpn-server[2147]: UDPv4 link remote: [AF_UNSPEC]

54 zawartka ovpn-server[2147]: GID set to nogroup

54 zawartka ovpn-server[2147]: UID set to nobody

54 zawartka ovpn-server[2147]: MULTI: multi_init called, r=256 v=25

54 zawartka ovpn-server[2147]: IFCONFIG POOL: base=10.8.0.4 size=62

11:09:54 zawartka ovpn-server[2147]: IFCONFIG POOL LIST

11:09:54 zawartka ovpn-server[2147]: Initialization Sequence Completed
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root@zawartka:~# ufw allow 20/tcp
Zaktualizowano reguty

Zaktualizowano reguty (v6)

root@zawartka:~# ufw allow 21/tcp

Zaktualizowano reguty

Zaktualizowano reguty (v6)

root@zawartka:~# ufw allow 990/tcp

Zaktualizowano reguty

Zaktualizowano reguty (v6)

root@zawartka:~# ufw status

Stan: nieaktywny

root@zawartka:~# ufw enable

Zapora jest aktywowana i waczana podczas startu systemu
root@zawartka:~# ufw status

stan: aktywny

Do Dziatanie Z

20/tcp ALLOW Anywhere
21/tcp ALLOW Anywhere
990/tcp ALLOW Anywhere
20/tcp (v6) ALLOW Anywhere (v6)
21/tcp (v6) ALLOW Anywhere (v6)
990/tcp (V6) ALLOW Anywhere (v6)

root@zawartka:~#
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root@zawartka:~# ufw allow 1194/udp

Dodano regute

Dodano regute (v6)

root@zawartka:~# ufw allow 1194/tcp

Dodano regute

Dodano regute (v6)

root@zawartka:~# ufw status

stan: aktywny

Do
20/tcp

21/tcp
990/tcp
1194/udp
1194/tcp
20/tcp (v6)
21/tcp (v6)
990/tcp (v6)
1194/udp (v6)
1194/tcp (v6)

Dziatanie
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

z

Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere

(v6)
(v6)
(v6)
(v6)
(v6)
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root@zawartka:~# lsof -1 -P -n | grep 1194
openvpn 2147 nobody 9u IPv4 202899 0te UDP *:1194
root@zawartka:~# [l
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root@zawartka: /etc/openvpn# ifconfig enpes3
enpos3: Flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1560

inet m netmask 255.255.255.0 broadcast 192.168.100.255

e6c:3611 prefixlen 64 scopeid 0x20<link>
ether 08:00:27: 1 txqueuelen 1600 (Ethernet)

RX packets 431022 bytes 582965629 (582.9 MB)

RX errors © dropped © overruns © frame 0

TX packets 236986 bytes 18593285 (18.5 MB)

TX errors @ dropped 0 overruns @ carrier 6 collisions @
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root@zawartka:/etc/openvpn# cp /usr/share/doc/openvpn/examples/sample-config-fil
es/client.conf .
root@zawartka: /etc/openvpn# nano client.conf
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# if you have more than one. On XP SP2,
# you may need to disable the firewall
# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or
# UDP server? Use the same setting as
# on the server.

;proto tcp

proto udp

# The hostname/IP and port of the server.
# You can have multiple remote entries

# to load balance between the servers.
remote 192.168.100.20 1194

;remote my-server-2 1194

# Choose a random host from the remote
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# serverAuth
# EasyRsA can do this for you
remote-cert-tls server

# If a tls-auth key is used on the server

# then evel i lient must also have the kei

# Select a cryptographic cipher
# If the cipher option is used on the server
# then you must also specify it here
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# negotiate AES-256-GCM in TLS mode.

# See also the ncp-cipher option in the manpage
cipher AES-256-CBC

auth sHA256ll

# Enable compression on the VPN link.
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# Set log file verbosity
verb 3

# Stlence repeating messages
mute 20

key-direction 1
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root@zawartka: /etc/openvpn# mv client.conf /etc/certyfikaty/
root@zawartka: /etc/openvpn# cd /etc/certyfikaty/

root@zawartka: /etc/certyfikaty# echo '<ca>' >> client.conf
root@zawartka: /etc/certyfikaty# cat keys/ca.crt >> client.conf
root@zawartka: /etc/certyfikaty# echo '</ca>' >> client.conf
root@zawartka: /etc/certyfikaty# echo '<tls-auth>' >> client.conf
root@zawartka: /etc/certyfikaty# cat ta.key >> client.conf
root@zawartka: /etc/certyfikaty# echo '</tls-auth>' >> client.conf
root@zawartka: /etc/certyfikaty#
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root@zawartka:/etc/certyfikaty# cp client.conf client-lin.conf
root@zawartka: /etc/certyfikaty# cp client.conf client-win.conf
root@zawartka: /etc/certyfikaty#

root@zawartka: /etc/certyfikaty# echo '<cert>' >> client-lin.conf
root@zawartka: /etc/certyfikaty# echo '<cert>' >> client-win.conf
root@zawartka: /etc/certyfikaty# cat keys/client-lin.crt >> client-lin.conf
root@zawartka: /etc/certyfikaty# cat keys/client-win.crt >> client-win.conf
root@zawartka: /etc/certyfikaty# echo '</cert>' >> client-lin.conf
root@zawartka: /etc/certyfikaty# echo '</cert>' >> client-win.conf
root@zawartka: /etc/certyfikaty#

root@zawartka: /etc/certyfikaty# echo '<key>' >> client-lin.conf
root@zawartka: /etc/certyfikaty# echo '<key>' >> client-win.conf
root@zawartka: /etc/certyfikaty# cat keys/client-lin.key >> client-lin.conf
root@zawartka: /etc/certyfikaty# cat keys/client-win.key >> client-win.conf
root@zawartka: /etc/certyfikaty# echo '</key>' >> client-lin.conf
root@zawartka: /etc/certyfikaty# echo '</key>' >> client-win.conf
root@zawartka: /etc/certyfikaty#
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root@zawartka:/etc/certyfikaty# sudo cp client-lin.conf client-lin.ovpn
root@zawartka: /etc/certyfikaty# sudo cp client-win.conf client-win.ovpn
root@zawartka: /etc/certyfikaty#
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Welcome to the OpenVPN
2.4.11-1602-Win7 Setup Wizard

This wizard wil qide you through the instalation of
OpenVPH, an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPN wil only run on
Windows Vista, or higher.

Next > Cancel
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root@zawartka

enpos3:

enposs:

root@zawartka: ~ 00
Plik Edycja Widok Wyszukiwanie Terminal Pomoc

# ifconfig
lags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mtu 1500

inet 192.168.100.20 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 feg0::a00:27ff:fee5:1bf2 prefixlen 64 scopeid ©x20<link>
ether 08:00:27:e5:1b:f2 txqueuelen 1000 (Ethernet)

RX packets 2090 bytes 689727 (689.7 KB)

RX errors © dropped © overruns © frame 0

TX packets 784 bytes 88914 (88.9 KB)

TX errors @ dropped 0 overruns @ carrier 6 collisions @

flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mtu 1500
inet 172.12.21.1 netmask 255.255.255.0 broadcast 172.12.21.255
inet6 feg0::a00:27ff:fecf:789d prefixlen 64 scopeid ©x20<link>
ether 08:00:27:cf:78:9d txqueuelen 1000 (Ethernet)

RX packets © bytes 0 (0.0 B)

RX errors © dropped © overruns © frame 0

TX packets 136 bytes 17287 (17.2 KB)

TX errors @ dropped 0 overruns @ carrier @ collisions @

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.6.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x1@<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 217 bytes 22131 (22.1 KB)

RX errors © dropped © overruns © frame 0

TX packets 217 bytes 22131 (22.1 KB)

TX errors @ dropped 0 overruns @ carrier @ collisions @

tund: flags=4305<UP,POINTOPOINT ,RUNNING,NOARP,MULTICAST> mtu 1500

inet 10.8.0.1 netmask 255.255.255.255 destination 10.8.0.2
inet6 fes0::3659:b6b3:c969:8599 prefixlen 64 scopeid ©x20<link>
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-60 txqueuelen 100

(UNSPEC)

RX packets 460 bytes 24626 (24.6 KB)

RX errors © dropped © overruns 6 frame 0

TX packets 10 bytes 696 (696.0 B)

TX errors @ dropped 0 overruns 6 carrier 0 collisions @

root@zawartka:~#
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administrator@zawartka:~$ sudo -s
[sudo] hasto uzytkownika administrator:
root@zawartka:~# apt install openvpn easy-rsa
Czytanie list pakietow... Gotowe
Budowanie drzewa zaleznosci
odczyt informacji o stanie... Gotowe
The following additional packages will be installed:
libccid libpkcsii-helperi opensc opensc-pkcsil pcscd
Sugerowane pakiety:
resolvconf
Zostang zainstalowane nastepujace NOWE pakiety:
easy-rsa libccid libpkcsii-helper1 opensc opensc-pkcsil openvpn pcscd
0 aktualizowanych, 7 nowo instalowanych, © usuwanych i 112 nieaktualizowanych.
Konieczne pobranie 1 765 kB archiwow.
Po tej operacji zostanie dodatkowo uzyte 5 391 kB miejsca na dysku.
Kontynuowac? [T/n] t
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root@zawartka:~# cp -r /usr/share/easy-rsa /etc/certyfikaty
root@zawartka:~# cd /etc/certyfikaty/
root@zawartka: /etc/certyfikaty# ls -lrth

razem 116K
-rwWxr-xr-x 1 root root 740 mar whichopensslcnf
-rWerer root root 2,1K mar vars

-rwxr-xr-x 1 root root 178 mar sign-req
-rwxr-xr-x 1 root root 1,1K mar revoke-full

root root 13K mar
root root 8,2K mar
root root 8,3K mar

- PWXP-XF-X
SrWereer

pkitool
openss1-1.0.0.cnf
openss1-6.9.8.cnf

-rWer--r root root 7,7K mar openss1-0.9.6.cnf
-rwxr-xr-x 1 root root 362 mar list-crl
-rwxr-xr-x 1 root root 1,5K mar inherit-inter
-rWXr-xr-x 1 root root 449 mar clean-all
-rwxr-xr-x 1 root root 158 mar build-req-pass
-rwxr-xr-x 1 root root 213 mar build-req
-rwxr-xr-x 1 root root 268 mar build-key-server
-rwxr-xr-x 1 root root 249 mar build-key-pkcs12
-rwxr-xr-x 1 root root 157 mar build-key-pass
-rwxr-xr-x 1 root root 163 mar build-key

root root 188 mar

build-inter

- PWXP-XF-X

SRR RRRRRRRRRRRR R AR R
LU LD WP DWW W W W W W W W




